
687 

Office of the Secretary of Defense § 250.3 

1 Canadian contractors may be qualified in 
accordance with this part for technical data 
that do not require a license for export to 

Continued 

PART 250—WITHHOLDING OF UN-
CLASSIFIED TECHNICAL DATA 
FROM PUBLIC DISCLOSURE 

Sec. 
250.1 Purpose. 
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250.3 Definitions. 
250.4 Policy. 
250.5 Procedures. 
250.6 Responsibilities. 
250.7 Pertinent portions of Export Adminis-

tration Regulations (EAR). 
250.8 Pertinent portions of International 

Traffic in Arms Regulations (ITAR). 
250.9 Notice to accompany the dissemina-

tion of export-controlled technical data. 

AUTHORITY: Sec. 1217, Pub. L. 98–94, (10 
U.S.C. 140c). 

SOURCE: 49 FR 48041, Dec. 10, 1984, unless 
otherwise noted. 

§ 250.1 Purpose. 
This part establishes policy, pre-

scribes procedures, and assigns respon-
sibilities for the dissemination and 
withholding of technical data. 

§ 250.2 Applicability and scope. 
(a) This part applies to: 
(1) All unclassified technical data 

with military or space application in 
the possession of, or under the control 
of, a DoD Component which may not be 
exported lawfully without an approval, 
authorization, or license under E.O. 
12470 or the Arms Export Control Act. 
However, the application of this part is 
limited only to such technical data 
that disclose critical technology with 
military or space application. The re-
lease of other technical data shall be 
accomplished in accordance with DoD 
Instruction 5200.21 and DoD 5400.7–R. 

(2) The Office of the Secretary of De-
fense (OSD) and activities support ad-
ministratively by OSD, the Military 
Departments, the Organization of the 
Joint Chiefs of Staff, the Defense Agen-
cies, and the Unified and Specified 
Commands (hereafter referred to col-
lectively as ‘‘DoD Components’’). 

(b) This part does not: 
(1) Modify or supplant the regula-

tions promulgated under E.O. 12470 or 
the Arms Export Control Act gov-
erning the export of technical data, 
that is, 15 CFR part 379 of the Export 
Administration Regulations (EAR) and 

22 CFR part 125 of the International 
Traffic in Arms Regulations (ITAR). 

(2) Introduce any additional controls 
on the dissemination of technical data 
by private enterprises or individuals 
beyond those specified by export con-
trol laws and regulations or in con-
tracts or other mutual agreements, in-
cluding certifications made pursuant 
to § 250.3(a). Accordingly, the mere fact 
that the Department of Defense may 
possess such data does not in itself pro-
vide a basis for control of such data 
pursuant to this part. 

(3) Introduce any controls on the dis-
semination of scientific, educational, 
or other data that qualify for General 
License GTDA under 15 CFR 379.3 of 
the EAR (see § 250.7) or for general ex-
emptions under 22 CFR 125.11 of the 
ITAR (see § 250.8). 

(4) Alter the responsibilities of DoD 
Components to protect proprietary 
data of a private party in which the 
Department of Defense has ‘‘limited 
rights’’ or ‘‘restricted rights’’ (as de-
fined in 32 CFR 9–201(c) and 9–601(j) of 
the DoD Acquisition Regulation, or 
which are authorized to be withheld 
from public disclosure under 5 U.S.C. 
552(b)(4). 

(5) Pertain to, or affect, the release of 
technical data by DoD Components to 
foreign governments, international or-
ganizations, or their respective rep-
resentatives or contractors, pursuant 
to official agreements or formal ar-
rangements with the U.S. Government, 
or pursuant to U.S. Government-li-
censed transactions involving such en-
tities or individuals. In the absence of 
such U.S. Government-sanctioned rela-
tionships, however, this part does 
apply. 

(6) Apply to classified technical data. 
After declassification, however, dis-
semination of such data that are with-
in the scope of § 250.2(a)(1) is governed 
by this part. 

§ 250.3 Definitions. 
(a) Qualified U.S. contractor.1 A pri-

vate individual or enterprise (herein-
after described as a ‘‘U.S. contractor’’) 
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Canada under 22 CFR 125.12 of the ITAR and 
15 CFR 379.4(d) and 379.5(e) of the EAR sub-
mitting an equivalent certification to the 
U.S. Department of Defense. 

2 This does not require a contract with or a 
grant from the U.S. Government. 

that, in accordance with procedures es-
tablished by the Under Secretary of 
Defense for Research and Engineering, 
certifies, as a condition of obtaining 
export-controlled technical data sub-
ject to this Directive from the Depart-
ment of Defense, that: 

(1) The individual who will act as re-
cipient of the export-controlled tech-
nical data on behalf of the U.S. con-
tractor is a U.S. citizen or a person ad-
mitted lawfully into the United States 
for permanent residence and is located 
in the United States. 

(2) Such data are needed to bid or 
perform on a contract with the Depart-
ment of Defense, or other U.S. Govern-
ment agency, or for other legitimate 
business purposes 2 in which the U.S. 
contractor is engaged, or plans to en-
gage. The purpose for which the data 
are needed shall be described suffi-
ciently in such certification to permit 
an evaluation of whether subsequent 
requests for data, pursuant to 
§ 250.5(d)(2) are related properly to such 
business purpose. 

(3) The U.S. contractor acknowledges 
its responsibilities under U.S. export 
control laws and regulations (including 
the obligation, under certain cir-
cumstances, to obtain an export license 
prior to the release of technical data 
within the United States) and agrees 
that it will not disseminate any ex-
port-controlled technical data subject 
to this part in a manner that would 
violate applicable export control laws 
and regulations. 

(4) The U.S. contractor also agrees 
that, unless dissemination is permitted 
by § 250.5(h), it will not provide access 
to export-controlled technical data 
subject to this part to persons other 
than its employees or persons acting 
on its behalf, without the permission of 
the DoD Component that provided the 
technical data. 

(5) To the best of its knowledge and 
belief, the U.S. contractor knows of no 
person employed by it, or acting on its 
behalf, who will have access to such 
data, who is debarred, suspended, or 

otherwise ineligible from performing 
on U.S. Government contracts; or has 
violated U.S. export control laws or a 
certification previously made to the 
Department of Defense under the provi-
sions of this part. 

(6) The U.S. contractor itself is not 
debarred, suspended, or otherwise de-
termined ineligible by any agency of 
the U.S. Government to perform on 
U.S. Government contracts, has not 
been convicted of export control law 
violations, and has not been disquali-
fied under the provisions of this part. 
When the certifications required by 
paragraphs (a) (5) and (6) of this sec-
tion, cannot be made truthfully, the 
U.S. contractor may request the cer-
tification be accepted based on its de-
scription of extenuating cir-
cumstances. 

(b) Controlling DoD Office. The DoD 
activity that sponsored the work that 
generated the technical data or re-
ceived the technical data on behalf of 
the Department of Defense and there-
fore has the responsibility for deter-
mining the distribution of a document 
containing such technical data. In the 
case of joint sponsorship, the control-
ling office is determined by advance 
agreement and may be either a party, a 
group, or a committee representing the 
interested activities or DoD Compo-
nents. (The controlling DoD office is 
identified on each export-controlled 
document in accordance with DoD Di-
rective 5230.24. 

(c) Critical Technology. Technologies 
that consist of (1) arrays of design and 
manufacturing know-how (including 
technical data); (2) keystone manufac-
turing, inspection, and test equipment; 
(3) keystone materials; and (4) goods 
accompanied by sophisticated oper-
ation, application, or maintenance 
know-how that would make a signifi-
cant contribution to the military po-
tential of any country or combination 
of countries and that may prove detri-
mental to the security of the United 
States (also referred to as militarily 
critical technology). 

(d) Other legitimate business purposes. 
Include: 

(1) Providing or seeking to provide 
equipment or technology to a foreign 
government with the approval of the 
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U.S. Government (for example, through 
a licensed direct foreign military sale). 

(2) Bidding, or preparing to bid, on a 
sale of surplus property. 

(3) Selling or producing products for 
the commercial domestic marketplace 
or for the commercial foreign market-
place, providing that any required ex-
port license is obtained. 

(4) Engaging in scientific research in 
a professional capacity. 

(5) Acting as a subcontractor to a 
concern described in paragraphs (d) (1) 
through (4) of this section; or 

(6) Selling technical data subject to 
this part in support of DoD contractors 
or in supporting of the competitive 
process for DoD contracts, provided 
such sales are limited solely to DoD 
contractors or potential DoD contrac-
tors who also are qualified U.S. con-
tractors and provided such technical 
data are related to the purpose for 
which the qualified U.S. contractor is 
certified, or selling technical data to 
foreign contractors or governments 
overseas after receiving the required 
export license or approval by the U.S. 
Government. 

(e) Potential DoD contractor. An indi-
vidual or organization outside the De-
partment of Defense declared eligible 
for DoD information services by a 
sponsoring DoD activity on the basis of 
participation in one of the following 
programs: 

(1) The Department of the Army 
Qualitative Requirements Information 
Program. 

(2) The Department of the Navy In-
dustry Cooperative Research and De-
velopment Program. 

(3) The Department of the Air Force 
Potential Contractor Program. 

(4) The DoD Scientific and Technical 
Program; or 

(5) Any similar program in use by 
other DoD Components. 

(f) Public disclosure. Making technical 
data available without restricting its 
dissemination or use. 

(g) Technical data with military or 
space application, or technical data. Any 
blueprints, drawings, plans, instruc-
tions, computer software and docu-
mentation, or other technical informa-
tion that can be used or be adapted for 
use to design, engineer, produce, manu-
facture, operate, repair, overhaul, or 

reproduce any military or space equip-
ment or technology concerning such 
equipment. 

(h) United States. For the purpose of 
this part, the 50 States, the District of 
Columbia, and the territories and pos-
sessions of the United States. 

§ 250.4 Policy. 
(a) In accordance with 10 U.S.C. 140c, 

the Secretary of Defense may withhold 
from public disclosure, notwith-
standing any other provision of law, 
any technical data with military or 
space application in the possession of, 
or under the control of, the Depart-
ment of Defense, if such data may not 
be exported lawfully without an ap-
proval, authorization, or license under 
E.O. 12470 or the Arms Export Control 
Act. However, technical data may not 
be withheld under this section if regu-
lations promulgated under either the 
Order or Act authorize the export of 
such data pursuant to a general, unre-
stricted license or exemption in such 
regulations. (Pertinent portions of 
such regulations are set forth in §§ 250.7 
and 250.8). 

(b) Because public disclosure of tech-
nical data subject to this part is tanta-
mount to providing uncontrolled for-
eign access, withholding such data 
from public disclosure, unless ap-
proved, authorized, or licensed in ac-
cordance with export control laws, is 
necessary and in the national interest. 
Unclassified technical data that are 
not governed by this part, unless other-
wise restricted, shall continue to be 
made available to the public as well as 
to state and local governments. 

(c) Nothwithstanding the authority 
provided in paragraph (a), of this sec-
tion, it is DoD policy to provide tech-
nical data governed by this part to in-
dividuals and enterprises that are de-
termined to be currently qualified U.S. 
contractors, when such data relate to a 
legitimate business purpose for which 
the contractor is certified. However, 
when such data are for a purpose other 
than to permit the requester to bid or 
perform on a contract with the Depart-
ment of Defense, or other U.S. Govern-
ment agency, and the significance of 
such data for military purposes is such 
that release for purposes other than di-
rect support of DoD activities may 
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